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Abstract
Imagine that, in order to avoid patent fees, licensing agreements, or export restrictions, someone
permutes the plaintext bits, ciphertext bits, or key bits of a block cipher. All security properties of
the block cipher would be preserved. There are many possible such permutations (e.g. 23116.32 for the
Advanced Encryption Standard, AES-256). It might seem infeasible to detect this fraud, and even harder
to determine the permutation matrices used. Instead of a block cipher, it could be the compression
function of a cryptographic hash, or any other cryptographic function.
This paper presents an algorithm whereby this fraud could be easily detected, by means of a SATSolver—a standard off-the-shelf software package that solves small-to-medium sized instances of the
logical satisfiability problem. This paper also presents how this problem can be modeled in a system of
polynomial equations (e.g. in the context of algebraic cryptanalysis). Moreover, this problem is related to
the “isomorphism of polynomials” problem and that connection is explored at length.

Keywords: Algebraic Cryptanalysis, Block ciphers, Circuit Equivalence, Intellectual Property Fraud
Detection, Isomorphism of Polynomials, Logical Satisfiability Solvers (SAT-Solvers), Polynomials mod 2.

1

Definitions
`

Let {0, 1} represent the set of all binary strings of length `. We will now endeavor to define block ciphers as
a mathematical object and make explicit some of their more relevant properties. Formally, a block cipher is a
function
E :K ×P →C
with several important properties. The key k is chosen from K, the keyspace; the plaintext message is chosen
by the sender as some p ∈ P . The ciphertext, computed by the cipher, is some c ∈ C.
For practical implementation purposes, nearly all ciphers in use during the last 40 years have had all
three sets K, P , and C be the set of binary strings of some fixed length. (This enables digital circuitry to
be used for the cipher.) For example, the small and outdated cipher called the Data Encryption Standard
56
64
(DES) uses K = {0, 1} but P = C = {0, 1} [34, Ch. 4]. The Advanced Encryption Standard (AES)
128
128
192
256
uses P = C = {0, 1}
but the user can choose K = {0, 1} , K = {0, 1} , or K = {0, 1}
[34, Ch. 5].
Beyond these trivial details, there are five crucial security requirements for any block cipher.
First, it must be fast to encrypt—i.e. one can compute E(k, p) = c rapidly when k ∈ K and p ∈ P are
known. Second, it must be fast to decrypt—i.e. one can find p such that E(k, p) = c when k ∈ K and
c ∈ C are known. Third, it must be computationally infeasible to cryptanalyze—i.e. it should be infeasible
to compute k such that E(k, p) = c when p ∈ P and c ∈ C are known. (This is called a “chosen-plaintext
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attack.”) There is a consensus in cryptography that “computationally infeasible” means that the fastest
known algorithm should be no faster than checking all possible values of K. The set K is chosen to be
extremely large—as a necessary but insufficient condition for security.
For the fourth and fifth properties, consider that for any fixed k, we can rewrite E(k, p) = c as Ek (p) = c,
and then Ek becomes a function P → C for any fixed k ∈ K. A property called unique decodability requires
that Ek be injective for all k ∈ K. Otherwise, if there existed ks ∈ K, p1 ∈ P , and p2 ∈ P with p1 6= p2
but E(ks , p1 ) = E(ks , p2 ) = cs then a receiver who receives the ciphertext cs , and who is using key ks , will
have no way of determining if the sender had intended to transmit the message p1 or the message p2 . It
is almost always the case that C = P as sets in practice, therefore textbooks usually say that Ek must
be bijective—however, that is not strictly necessary. If |C| > |P | then Ek can be injective without being
surjective or bijective.1
The fifth and most important criterion is that for some k ∈ K selected uniformly at random, it should be
the case that the Ek obtained is computationally indistinguishable from a random function chosen uniformly
from the set of all possible injective functions that map P → C. Formal cryptography textbooks model block
ciphers by a mathematical object called a pseudorandom permutation, for this reason. For more information
and additional formal definitions, see [19, Ch. 5].

1.1

A Note about Polynomial Time

Readers familiar with theoretical cryptography might be surprised to see that the phrase “in polynomial
time” is missing above. When we say that Gaussian Elimination runs in polynomial time, we mean that
if one were to take a sequence of problems, each an n × n matrix, and measure the running time (e.g. by
counting the number of arithmetic operations), then one can upper-bound this running time as a function of
n, by some polynomial of n. In this case, the polynomial can be cubic.
However, when working with block ciphers, this notion of polynomial time is unavailable. Any particular
hardware cipher has a fixed K, a fixed P , and a fixed C. There is no limit as n goes to infinity, because n is
not going to infinity—all sizes are constant.

1.2

Permutations of a Block Cipher
`

`

`

For maximum generality, let K = {0, 1} k , P = {0, 1} p , and C = {0, 1} c . As mentioned earlier, in practice
it is almost always the case that `p = `c .
With some thought, one can see that none of the requirements of a block cipher will change after applying
three permutations, represented by the permutation matrices M1 , M2 , and M3 , in the following sense:
Ê(K, P ) = M3 E(M1 K, M2 P )
where M1 is an `k × `k permutation matrix, M2 is an `p × `p permutation matrix, and M3 is an `c × `c
permutation matrix.
In other words, if E meets all the criteria of a block cipher, then a software pirate can fix three particular
permutation matrices, and construct Ê, which will share all of the security properties of E. However, this
will not be readily apparent externally (especially if implemented in hardware, but even if implemented with
software in the case where code-obfuscation tools have been used). Therefore, the software pirate can evade
patent fees, licensing agreements, or cipher-export restrictions.
It is worth noting that the number of permutations is rather large. For the outdated DES cipher, there
would be 56! choices for M1 , 64! choices for M2 , and 64! choices for M3 . This comes to
(56!)(64!)(64!) ≈ 2840.643 ≈ 10253.059
1 Though not relevant to this paper, one could consider the following example of |C| > |P |. The plaintexts are 512-bits
long, and are encrypted using the old Data Encryption Standard (DES) in Cipher Block Chaining mode (CBC mode), with
random initialization vectors. The plaintext will be divided into 8 blocks of 64 bits each, and there will be 9 blocks of 64-bit
ciphertext—the first being the initialization vector and the others being the outputs of DES. One could consider this application
as a block cipher with K = {0, 1}56 , P = {0, 1}512 , and C = {0, 1}576 .
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possibilities, and the number would be considerably larger for modern ciphers like the AES. The largest key
256
setting permitted for the AES is 256 bits, thus K = {0, 1} , so there would be
(256!)(128!)(128!) ≈ 23116.32 ≈ 10938.106
One could sympathize with anyone who would assume that this ruse would be undetectable. The problem
of detecting this type of fraud was posed to the author of this paper in 2009 during a coffee break at the
conference CHES (Cryptographic Hardware and Embedded Systems). Regrettably, the author does not
remember the name of the US Department of Defense employee who proposed this interesting problem—and
the proposer did wish to remain anonymous.
This paper shows a quick and efficient method of determining, when presented with two block ciphers F
and G, if one is a permutation of the other, by use of a SAT-Solver. Another form of the solution is presented
in terms of a polynomial system of equations, similar to algebraic cryptanalysis [5]. Moreover, it explicitly
computes M1 , M2 , and M3 , though very indirectly. The solution is given in Section 3.

2

Background

The following background material will be useful in the later sections. Some readers will already be familiar
with some subsections, and can therefore skip accordingly.

2.1

Background: Digital Circuits and Polynomials mod 2

The relationship between digital circuits and polynomials over {0, 1}, the finite field with two elements, arises
from the fact that a combinatorial digital circuit is a collection of logic gates, and each logic gate is a simple
polynomial mod 2.
There, because the sum of two polynomials is a polynomial, the product of two polynomials is a polynomial,
and the composition of two polynomials is a polynomial, the entire combinatorial circuit (with n inputs and 1
output) is a polynomial in n variables. Here are some classic examples:
Digital Gate
Logical Operation Polynomial
x AND y
Conjunction
xy
x OR y
Disjunction
x + y + xy
NOT x
Negation
1+x
x XOR y
Distinction
x+y
x NAND y
Incompatibility
1 + xy
x XNOR y
Equivalence
1+x+y
IF x THEN y ELSE z
Switching
z + xy + xz
MAJ(x,y,z)
Majority Vote
xz + xy + yz
A circuit with n inputs and m outputs becomes a polynomial system of m equations in n variables, with
one polynomial for each output. Therefore, converting a digital circuit to its polynomial system is often
straightforward, and results in one equation for each output bit, and one variable for each input bit. For
more details, see the classic textbook [7].
For example, the block cipher Keeloq is converted into polynomials mod 2 in [5, Ch 2]. The key fact for
this paper is that, for any cryptographic digital circuit, the equations for polynomials mod 2, as well as the
clauses for a SAT-solver, will be fairly easily obtained.

2.2

Background: The Isomorphism of Polynomials Problem

The problem posed in this paper is related to the isomorphism of polynomials problem. Imagine a set of m
polynomial functions, fi (x1 , x2 , x3 , . . . , xn ). The xi s as well as the coefficients are from some finite field F .
Each fi can be thought of, individually, as a function F n → F . Using vector notation, one can aggregate the
inputs and write instead fi (~x). The system can also be thought of as one function, F n → F m in the sense
3

that for any ~x ∈ F n (the domain) one can define a ~y ∈ F m such that yi = fi (~x). More simply, a copy of ~x is
given to each fi , which returns a single field element from F , and that becomes yi . The yi s are assembled
into a vector ~y ∈ F m .
Consider two such systems, f1 , f2 , . . . , fm and g1 , g2 , . . . , gm . We can define the systems as isomorphic if
and only if there exist an invertible m × m matrix M1 and an invertible n × n matrix M2 such that
f (~x) = M1 g(M2 ~x)
The “isomorphism of polynomials” problem, as posed by Patarin in [25], is the task of finding M1 and
M2 given the two polynomial systems, f and g. If one further drops the requirement that M1 and M2
are invertible then it is the “morphism of polynomials problem” which is proven NP-hard in [20] and [26].
(Sometimes the morphism of polynomials problem is called “PolyProj” [8].) In contrast, the “isomorphism of
polynomials” problem has been solved in many cases. With this in mind, it is useful to compare this paper’s
problem to the isomorphism of polynomials problem.
Despite the structure being largely analogous, some differences are apparent. First, the problem in this
paper has three matrices, and the isomorphism of polynomials problem has only two. Second, the matrices
in this paper have to be permutation matrices, whereas in the isomorphism of polynomials problem, the
matrices merely must be invertible. Third, as it turns out, most of the applications of the isomorphisms of
polynomials work over finite fields F of positive odd characteristic, whereas this paper works in the finite field
{0, 1}. Fourth, the solution here is extremely rapid and somewhat straightforward, whereas the isomorphism
of polynomials, where it has been solved, has in some cases been solved in time quartic to the number of
variables, neglecting logarithmic factors. Fifth, most research focuses on polynomials of 2nd or 3rd degree
for the isomorphism of polynomials, but this paper has no such restriction. (In their recent preprint [29],
Plût, Fouque, and Macario-Rat mention that they are not aware of any progress on solving the cubic and
higher-degree cases.)
The special case where the inputs are permuted, but the outputs are not permuted (M1 is the identity
matrix) is sometimes denoted IP1S, for “isomorphism of polynomials with one secret.” That case was addressed
in [27]. Contrastingly, if M1 is not the identity matrix, this can be denoted by IP2S, for “isomorphism of
polynomials with two secrets.”
We are not the first to consider M1 and M2 to be permutation matrices, as was done by Patarin,
Goubin, and Courtois in [26]. In that paper, they prove that the permutation-matrix case is reducible to
graph isomorphism, and conjecture that it is much easier than the non-singular-matrix case. In fact, the
cryptosystems proposed in [25] were proposed as a response to the graph-isomorphism based examples in [18].
It was shown by Agrawal and Saxena [4] [30] that graph isomorphism is reducible to the isomorphism of
polynomials problem, producing polynomials of cubic degree. Of course, this means that the isomorphism of
polynomials problem is as hard as graph isomorphism. Moreover, any algorithms or heuristics that solve the
isomorphism of polynomials problem can also solve graph isomorphism problems. The cases used to solve
graph isomorphism have M1 equal to the identity matrix. The m = 1 case has been thoroughly studied by
Kayal in [20].
Several cryptographic schemes have been built on the hardness of the isomorphism of polynomials problem:
• A zero-knowledge identification scheme of Patarin [25] (M1 is the identity matrix)
• A proxy-signature scheme of Tang and Xu [35] [36] (M1 is the identity matrix)
• A group-signature scheme of Yang, Tang, and Yang [37] (M1 is the identity matrix)
• Cryptosystems based on the Hidden Field Equations (HFE) property [25]
• Multivariate public-key encryption/signature schemes [24] [25] [38]
Unfortunately, these schemes were broken in many cases, for example [16], [17], and [26]. The paper [8]
lists many other applications of the isomorphism of polynomials with extensive citations, including deciding
VP vs VNP, geometric complexity theory, the equivalence of the determinant of a matrix versus the permanent
of a matrix (both taken as polynomials), the minimum complexity of matrix multiplication, and computing
the symmetric rank of a symmetric tensor.
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2.3

Background: SAT-Solvers

The logical satisfiability problem is very simple. Given a logical sentence in many variables, can one find
an assignment of 0 or 1 to each variable so that the entire sentence comes out to be true. This problem
is the central problem of NP-completeness, in the following sense. To prove that some problem in NP is
NP-complete, one must show a reduction to an already known NP-complete problem. Thus every NP-complete
problem is reducible to another, reducible to another, until arriving at the logical satisfiability problem.
In practice, however, these reductions can be used to actually solve problems. SAT-solvers are tools which
solve the logical satisfiability problem in small to medium sized problems, in a reasonable amount of time.
There is an annual SAT-solver2 competition, with prizes. For this reason, SAT-solvers have become very
good over the last 25 years. MiniSAT [2] is a small and freely available SAT-solver that has won several
competitions.
In summary, a SAT-Solver is a software tool which, given a logical sentence written in the predicate
calculus, tries to find an assignment of true and false to each variable to make the entire sentence come out
true. By “predicate calculus,” we mean that the logical sentence can use the operators and, or, not, xor,
equals, and implies but not quantifiers such as ∀ and ∃. However, in practice, SAT-solvers take their input
in a format called conjunctive normal form (to be defined momentarily).
While the logical satisfiability problem is theoretically NP-complete, SAT-solvers tend to be very fast
on problems arising from applications. It should be noted that NP-Completeness is about problems where
n grows to infinity. If n is fixed and “sufficiently” small, many NP-Complete problems are easily solved in
practice by heuristics, approximation algorithms, or specialized tools. Sadly, “sufficiently small” can be very
difficult to define for many categories of problems.
When presented with a polynomial system of equations mod 2, one can convert to circuit satisfiability
and use a SAT-Solver [9], such as MiniSAT [2]. This was a major part of the author’s PhD dissertation [6,
Ch. 3–4] and monograph [5, Ch. 13–15]. Often, researchers will think in the world of equations mod 2, and
convert to logical satisfiability at the last possible moment, before feeding the problem into a computer. This
is an alternative to using a computer algebra system to solve the polynomial system of equations, such as
Sage [3] or MAGMA [1], which in turn use Faugere’s F4 [15] algorithm and its many descendants.
The format of a logical satisfiability problem is called Conjunctive Normal Form, or CNF. There are a
large number of clauses, and each clause must be true for the entire problem to be considered satisfied. Each
clause is a disjunction (logical OR) of several variables, each which might or might not be negated. For
example, a clause might look like
(x25 ∨ y31 ∨ z17 ∨ x42 )
where the overline represents negation. See [5, Ch 13] for further details, if desired.

3

The Solution

We will now solve the intellectual property problem. Namely, presented with two ciphers F and G, we wish
to determine if G is a copy of F merely with the plaintext bits, ciphertext bits, and key bits permuted. In
the case of such copying, we also wish to determine the exact permutations used. For clarity, it is useful to
first consider a special case: a block cipher with 8-bits of plaintext, 8-bits of ciphertext, and an 8-bit key. Of
course, this is far too small for realistic usage, but it is merely a pedagogical stepping stone toward the final
solution.

3.1

A Useful Polynomial

Let us consider the following polynomial µ, in the finite field of two elements. There are eleven inputs, three
of which (i2 , i1 , i0 ) can be thought of as an integer 0 ≤ x < 8. Then the polynomial will output sx , choosing
the xth of the remaining eight inputs s0 , s1 , s2 , . . . , s7 . In the notation of polynomials, we shall write
2 Held
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µ(i2 , i1 , i0 , s0 , s1 , s2 , . . . , s7 )

=

(1 + i2 )(1 + i1 )(1 + i0 )s0 + (1 + i2 )(1 + i1 )(i0 )s1 +
(1 + i2 )(i1 )(1 + i0 )s2 + (1 + i2 )(i1 )(i0 )s3 +
(i2 )(1 + i1 )(1 + i0 )s4 + (i2 )(1 + i1 )(i0 )s5 +
(i2 )(i1 )(1 + i0 )s6 + (i2 )(i1 )(i0 )s7

We can summarize this useful property by
µ(i2 , i1 , i0 , s0 , s1 , s2 , . . . , s7 ) = sx where x = 4i2 + 2i1 + i0
and that, in turn, follows from the fact that this function will always have seven of its eight terms “zeroed-out”
by i2 , i1 , i0 regardless of the values that those three variables take. The remaining term is the correct si .
For example, if i2 = 1, i1 = 1, and i0 = 0, then µ will output s6 , because all the other seven terms have a
coefficient of 0 for the si s, and there is a 1 for the coefficient of s6 .
This boolean polynomial comes from computer engineering. The digital circuit given by this boolean
polynomial is called “an 8-way multiplexer” by computer engineers.
In the CNF notation of SAT-Solvers, we would write this with sixteen clauses:
Clause 0a (i2 ∨ i1 ∨ i0 ∨ µ ∨ s0 )
Clause 0b (i2 ∨ i1 ∨ i0 ∨ µ ∨ s0 )
Clause 1a (i2 ∨ i1 ∨ i0 ∨ µ ∨ s1 )
Clause 1b (i2 ∨ i1 ∨ i0 ∨ µ ∨ s1 )
Clause 2a (i2 ∨ i1 ∨ i0 ∨ µ ∨ s2 )
Clause 2b (i2 ∨ i1 ∨ i0 ∨ µ ∨ s2 )
Clause 3a (i2 ∨ i1 ∨ i0 ∨ µ ∨ s3 )
Clause 3b (i2 ∨ i1 ∨ i0 ∨ µ ∨ s3 )
Clause 4a (i2 ∨ i1 ∨ i0 ∨ µ ∨ s4 )
Clause 4b (i2 ∨ i1 ∨ i0 ∨ µ ∨ s4 )
Clause 5a (i2 ∨ i1 ∨ i0 ∨ µ ∨ s5 )
Clause 5b (i2 ∨ i1 ∨ i0 ∨ µ ∨ s5 )
Clause 6a (i2 ∨ i1 ∨ i0 ∨ µ ∨ s6 )
Clause 6b (i2 ∨ i1 ∨ i0 ∨ µ ∨ s6 )
Clause 7a (i2 ∨ i1 ∨ i0 ∨ µ ∨ s7 )
Clause 7b (i2 ∨ i1 ∨ i0 ∨ µ ∨ s7 )
Those 16 clauses can be explained as follows. For any choice of i2 , i1 , and i0 , the first three terms in the
clause will, for 14 clauses, have at least one T, and the clause is therefore satisfied and irrelevant. The two
that remain are those numbered by whatever binary number (between 0 and 7) happens to be formed by i2 ,
i1 , and i0 . For example, if i2 = 1, i1 = 1, and i0 = 0 then all clauses except 6a and 6b are satisfied. However,
the first three terms of clauses 6a and 6b are now all Fs. The remaining two terms cause the following.
Clauses 6a and 6b will both be satisfied if and only if µ = s6 .
In summary, any satisfying solution will have µ = sx where x is the binary number between 0 and 7
formed by x = 4i2 + 2i1 + i0 .

3.2

A Special Case: 8 × 8 × 8
8

First, let us consider for simplicity that K = P = C = {0, 1} . We have p0 , p1 , p2 , . . . , p7 = p~ ∈ P ,
k0 , k1 , k2 , . . . , k7 = ~k ∈ K, and c0 , c1 , c2 , . . . , c7 = ~c ∈ C, for the cipher F. We have p00 , p01 , p02 , . . . , p07 = p~0 ∈ P ,
k00 , k10 , k20 , . . . , k70 = k~0 ∈ K, and c00 , c01 , c02 , . . . , c07 = c~0 ∈ C, for the cipher G.
The goal is to discover the relationship. In other words, each pi matches up with some p0j , in the sense
that pi = p0j , but we do not yet know which p0j is associated with each pi . Likewise we need to discover the
mapping of the cs and the c0 s, as well as the ks and the k 0 s.
6

We start with the descriptions of the ciphers F and G. This can be a set of polynomial equations mod 2,
or it can be a set of CNF clauses for a SAT-Solver. As we saw in Section 2.1, this is not too difficult to create.
Indeed, it is a step in every case of algebraic cryptanalysis [5] and at times it is also done for other reasons,
such as circuit minimization. To those, we shall add 72 variables, and several equations/clauses, as follows.
We will add x2,j , x1,j , and x0,j for j ∈ {0, 1, 2, . . . , 7}, and these 24 variables will reveal to us the
relationship between the ps and the p0 s. Using either the polynomial µ from the previous subsection, or the
16 clauses from there when using CNF notation, we write si = pi , µ = p0j , i2 = x2,j , i1 = x1,j , and i0 = x0,j .
This is repeated 8 times, once for each of the 8 values of j ∈ {0, 1, 2, . . . , 7}.
We will add y2,j , y1,j , and y0,j for j ∈ {0, 1, 2, . . . , 7}, and these 24 variables will reveal to us the
relationship between the ks and the k 0 s. Another 8 times, we write si = ki , µ = kj0 , i2 = y2,j , i1 = y1,j , and
i0 = y0,j . This is also repeated 8 times, once for each of the 8 values of j ∈ {0, 1, 2, . . . , 7}.
We will add z2,j , z1,j , and z0,j for j ∈ {0, 1, 2, . . . , 7}, and these 24 variables will reveal to us the
relationship between the cs and the c0 s. Yet another 8 times, we write si = ci , µ = c0j , i2 = z2,j , i1 = z1,j ,
and i0 = z0,j . This is also repeated 8 times, once for each of the 8 values of j ∈ {0, 1, 2, . . . , 7}.
Now suppose that the polynomials are put into a polynomial-system solver (such as MAGMA or PolyBori)
and a solution is obtained, or alternatively the CNF clauses are put into a SAT-Solver which finds a satisfying
solution. Either way, further suppose that in the satisfying solution, we have
x2,4 = 1, x1,4 = 1, x0,4 = 0
then that means p04 = p4(1)+2(1)+1(0) = p6 . Similarly, suppose we have
y2,7 = 0, y1,7 = 1, y0,7 = 1
then that means k70 = k4(0)+2(1)+1(1) = k3 . Continuing the pattern, if we have
z2,1 = 0, z1,1 = 1, z0,1 = 0
then that means c01 = c4(0)+2(1)+1(0) = c2 .
In more generality, if we have
x2,j = α, x1,j = β, x0,j = γ
then that means p0j = p4(α)+2(β)+1(γ) . Similarly, if
y2,j = α, y1,j = β, y0,j = γ
then that means kj0 = k4(α)+2(β)+1(γ) . As the reader is no doubt anticipating, if
z2,j = α, z1,j = β, z0,j = γ
then that means c0j = c4(α)+2(β)+1(γ) .
Therefore, if a satisfying solution exists, these 24 variables expose the mapping of the ps to the p0 s, the cs
to the c0 s, and the ks to the k 0 s. Conversely, if a satisfying solution does not exist, then no such mapping is
possible, and F is not equivalent to G.

3.3

A Useful Family of Polynomials

Before we can generalize our solution, we must first generalize µ. We shall define a family of polynomials,
indexed by the positive integers. The “polynomial µ of order w” shall have w + 2w inputs, and one output.
The first w inputs iw−1 , iw−2 , iw−3 , . . . , i0 can be thought of as an integer 0 ≤ x < 2w . Then the polynomial
will output sx , choosing the xth of the remaining 2w inputs s0 , s1 , s2 , . . . , s2w −1 . As the reader has no doubt
noticed, the µ from Subsection 3.1 is actually the polynomial µ of order 3 in this notation. To write µ as a
polynomial,
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µ(iw−1 , iw−2 , iw−3 , . . . , i0 , s0 , s1 , s2 , . . . , s2w −1 ) =

w
j=2
X−1

j=0

sj

`=w−1
Y

(1 + bit` (j) + i` )

`=0

where bit` (j) is the `th bit of the positive integer j when j is written in binary. To be precise, bit0 (j) is the
least significant bit of j, and bitw−1 (j) is the most significant bit of j.
This construction allows for the useful property:
µ(iw−1 , iw−2 , iw−3 , . . . , i0 , s0 , s1 , s2 , . . . , s2w −1 ) = sx where x = 2w−1 iw−1 + 2w−2 iw−2 + 2w−3 iw−3 + · · · + i0
This property follows from the fact that this function will always have 2w − 1 of its 2w terms “zeroed-out”
by the is regardless of the values that those w variables take. The remaining term is the correct si . For
example, if w = 5 and i4 = 1, i3 = 1, i2 = 0, i1 = 0, and i0 = 1, then µ will output s25 , because out of 32
terms, there will be 31 terms with a coefficient of 0 for the si s, and there is a 1 for the coefficient of s25 . Of
course, 11001 in binary is 25 in decimal.
As before, this boolean polynomial also comes from computer engineering. The digital circuit given by
this boolean polynomial is called “a 2w -way multiplexer” by computer engineers.
In the CNF notation of SAT-Solvers, we would write this with 2w+1 clauses, numbered 0a, 1a, 2a, . . . ,
w
(2 − 1)a, 0a, 1b, 2b, . . . , (2w − 1)b. All these 2w+1 clauses will have w + 2 terms. The first w terms are
iw−1 , iw−2 , iw−3 , . . . , i0 . However, the negation or non-negation of those terms is very important, and is
computed as follows:
For 0 ≤ j < 2w , and 0 ≤ ` < w, the `th term in the jth clause (regardless if “a” or “b”) shall be negated
if bitw−1−` (j) = 1, and not negated if bitw−1−` (j) = 0. Thus if bitw−1−` (j) = 1 then it shall be iw−1−` or
else if bitw−1−` (j) = 0 then it shall be iw−1−` .
We have specified the first w terms of the clauses, and must now specify the (w + 1)th and (w + 2)th
terms. For an “a” clause, the (w + 1)th term shall be µ, and for a “b” clause the (w + 1)th term shall be µ.
Finally, for 0 ≤ j < 2w , the (w + 2)th term of the clause shall be sj for a “b” clause, and sj for an “a” clause.
Those 2w+1 clauses can be explained as follows. For any choice of iw−1 , iw−2 , iw−3 , . . . i0 , the first w
terms in the clause will, in 2w+1 − 2 cases, have at least one T, and the clause is therefore satisfied and
irrelevant. The two that remain are those numbered by whatever binary number between 0 and 2w happens
to be formed by iw−1 , iw−2 , iw−3 , . . . i0 . For example, if w = 5 and i4 = 1, i3 = 1, i2 = 0, i1 = 0, and i0 = 1
then all clauses except 25a and 25b are satisfied. However, the first w terms of clauses 25a and 25b are now
all Fs. The remaining two terms cause the following. Clauses 25a and 25b will both be satisfied if and only if
µ = s25 .
In summary, any satisfying solution will have µ = sx where x is the binary number between 0 and 2w − 1
formed by
x = 2w−1 iw−1 + 2w−2 iw−2 + 2w−3 iw−3 + · · · + i0

3.4

The Final Algorithm

Usually, the length of the key, the ciphertext, and the plaintext are (possibly distinct) powers of two.
Sometimes this is not the case, but we will address that in Section 3.7, and it causes no difficulty. Let
2Lk
2Lp
us consider `p = 2Lp , `k = 2Lk , and `c = 2Lc . This means that K = {0, 1} , P = {0, 1} , and
2Lc

C = {0, 1} . For the cipher F, we have 2Lp plaintext bits, p0 , p1 , p2 , . . . , p(2Lp −1) , we have 2Lk key bits,
k0 , k1 , k2 , . . . , k(2Lk −1) , and we have 2Lc ciphertext bits, c0 , c1 , c2 , . . . , c(2Lc −1) . Similarly define p0i , ki0 , and c0i
for the cipher G.
As before, the goal is to discover the relationship. In other words, each p matches up with some p0 , in the
sense that pi = p0j , but we do not yet know which p0j is associated with each pi . Likewise we need to discover
the mapping of the cs and the c0 s, as well as the ks and the k 0 s.
We start with the descriptions of the ciphers F and G. As before, this can be a set of polynomial equations
mod 2, or it can be a set of CNF clauses for a SAT-Solver. As noted earlier, and as we saw in Section 2.1,
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this is not too difficult to create. Indeed, it is a step in every case of algebraic cryptanalysis [5] and at times
it is also done for other reasons, such as circuit minimization.
1. To that description will shall add Lk 2Lk + Lp 2Lp + Lc 2Lc variables, and several equations/clauses. More
precisely, we shall require 2Lp copies of the polynomial µ of order Lp , and 2Lk copies of the polynomial
µ of order Lk , as well as 2Lc copies of the polynomial µ of order Lc .

2. We will add x0,j , x1,j , x2,j , . . . , xLp −1,j for j ∈ 0, 1, 2, . . . , 2Lp −1 , and these Lp 2Lp variables will
reveal to us the relationship between the ps and the p0 s. Using either the polynomial µ of order Lp
from Section 3.3, or the 2Lp +1 clauses from that section when using CNF notation, we write si = pi ,
µ = p0j , i0 = x0,j , i1 = x1,j , i2 = x2,j , . . . , iLp −1 = xLp −1,j . This is repeated 2Lp times, once for each

of the 2Lp values of j ∈ 0, 1, 2, . . . , 2Lp − 1 .

3. We will add y0,j , y1,j , y2,j , . . . , yLp −1,j for j ∈ 0, 1, 2, . . . , 2Lk −1 , and these Lk 2Lk variables will
reveal to us the relationship between the ks and the k 0 s. Using either the polynomial µ of order Lk from
the previous subsection, or the 2Lk +1 clauses from there when using CNF notation, we write si = ki ,
µ = kj0 , i0 = y0,j , i1 = y1,j , i2 = y2,j , . . . , iLk −1 = yLk −1,j . This is repeated 2Lk times, once for each of

the 2Lk values of j ∈ 0, 1, 2, . . . , 2Lk − 1 .

4. We will add z0,j , z1,j , z2,j , . . . , zLc −1,j for j ∈ 0, 1, 2, . . . , 2Lc −1 , and these Lc 2Lc variables will reveal
to us the relationship between the cs and the c0 s. Using either the polynomial µ of order Lc from the
previous subsection, or the 2Lc +1 clauses from there when using CNF notation, we write si = ci , µ = c0j ,
i0 = z0,j , i1 =z1,j , i2 = z2,j , . . . , iLc −1 = zLc −1,j . This is repeated 2Lc times, once for each of the 2Lc
values of j ∈ 0, 1, 2, . . . , 2Lc − 1 .
5. Now suppose that the CNF clauses are put into a SAT-Solver, and it finds a satisfying solution.
Alternatively, suppose that the polynomials are put into a polynomial-system solver (such as MAGMA
or PolyBori) and a solution is obtained. Further suppose that in the solution, we have
x0,j = α0 , x1,j = α1 , x2,j = α2 , . . . , xLp −1 = αLp −1
then that means p0j = px where
x = α0 + 2α1 + 4α2 + · · · + 2Lp −1 αLp −1
6. Similarly, suppose we have
y0,j = α0 , y1,j = α1 , y2,j = α2 , . . . , yLk −1 = αLk −1
then that means kj0 = ky where
y = α0 + 2α1 + 4α2 + · · · + 2Lk −1 αLk −1
7. Finally, suppose we have
z0,j = α0 , z1,j = α1 , z2,j = α2 , . . . , zLc −1 = αLc −1
then that means c0j = cz where
z = α0 + 2α1 + 4α2 + · · · + 2Lc −1 αLc −1
Therefore, if a satisfying solution exists, these Lk 2Lk + Lp 2Lp + Lc 2Lc variables expose the mapping of
the ps to the p0 s, the cs to the c0 s, and the ks to the k 0 s. Conversely, if a satisfying solution does not exist,
then no such mapping is possible, and F is not equivalent to G.
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3.5

An Estimation of Difficulty as Applied to AES-256

To further clarify the previous description, and to estimate the difficulty of actually solving the problem at
hand, we shall now consider the case of the cipher AES-256.
• For the AES-128, `p = `c = 128 while `k = 256. This means that Lp = Lc = 7 and Lk = 8.
• We shall require `p = 128 copies of the polynomial µ of order Lp = 7. Each requires 7 variables, for a
total of 7(128) = 896 variables.
• We shall require `c = 128 copies of the polynomial µ of order Lc = 7. Again, each requires 7 variables,
for a total of 7(128) = 896 variables.
• We shall require `k = 256 copies of the polynomial µ of order Lk = 8. This time each requires 8
variables, for a total of 8(128) = 1024 variables.
• This is a total of 896 + 896 + 1024 = 2816 additional variables. However, we must also count the number
of new equations mod 2, or the number of new CNF clauses for a SAT-Solver.
◦ If working with equations mod 2, each polynomial µ (of any order) is a single equation. Therefore,
we require 128 + 128 + 256 = 512 equations.
◦ If working with CNF clauses for a SAT-Solver, each copy of the polynomial µ of order 7 requires
256 clauses, and each copy of the polynomial µ of order 8 requires 512 clauses. Therefore, we
would require (256)(128 + 128) + (512)(256) = 196, 608 additional clauses.
Clearly, this computation is too large to run on a laptop in a short amount of time—at least at the time
of the publication of this paper. Nonetheless, it is clear that this computation is much easier than trying
all 23116.32 possible permutations. Moreover, the author conjectures that with a month of time on a cloud
computing platform (e.g. SageMathCloud [3]), the problem could be solved.

3.6

Consideration of Non-Injective Maps

Suppose that the xs map two different p0 s to the same p. (For example, p017 and p019 are both assigned to p8 .)
Similarly, the ys might map two different k 0 s to the same k, or the zs might map two different c0 s to the
same c.
At first, that might seem like a major flaw in the approach of this paper. However, this type of invalid
mapping will not actually occur. Take the example of p017 and p019 both being assigned to p8 . This means that
the map from the p0 s to the ps is not injective. Since the domain and range of that map are both the same
2Lp
finite set {0, 1} , non-injectivity implies non-surjectivity. Therefore, the map is not surjective, and some
p must have no p0 assigned to it. (Suppose it is p4 .) The only way that this can result in some satisfying
solution being computed is if p4 is not actually used in the computation of F as a function. We say such
a block cipher would never actually occur, because the plaintext bit p4 would be ignored. Surely, it would
produce the same ciphertext when p4 (as a bit) is flipped, and this violates unique decodability.
Similar arguments apply to the ks and to the cs. For the ks, if one of the key bits is ignored, then the
key length is actually not `k = 2Lk , but is smaller. Such a cipher, ignoring one of its key bits, would be
cryptographically absurd—the cipher designer is aiding the attacker by cutting the key space in half for each
ignored bit. An ignored bit of ciphertext would be totally meaningless. We cannot consider a bit of ~c to be
an output of the block cipher if it is never actually computed. If a ciphertext is computed it is not ignored,
and if it is ignored, it is not computed.
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3.7

What if some L is not a Power of Two?

It is frequent that the length of the plaintext, the ciphertext, and the key are powers of two. However, this is
not always the case, as the DES has a key of length 56 and the AES allows a key of length 192.
There is no harm in using the next highest power of two. For example, 32 < 56 < 64, so for the DES, we
would write Lk = 6 since 26 = 64. No clauses should be written for the key bits that do not exist (i.e. k56 ,
k57 , k58 , . . . , k63 ). Using the same argument as the previous subsection, there is no need to worry about the
ys assigning some k 0 to a k that does not exist.
For a non-cryptographic application, one can easily write clauses to prevent such assignments. For
0
0
0
example, if `k = 56, one could freely match up k56 with k56
, k57 with k57
, and k63 with k63
, since none of
them actually exist—only k0 , k1 , . . . , k55 actually exist.

3.8

Forcing Only the Consideration of Injective Maps

In the event that some future reader has an application of this paper to a problem distant from cryptography,
it should be noted that the injectivity can be forced. The two clauses
(xi,j ∨ xi,k ∨ ei,j,k )(xi,j ∨ xi,k ∨ ei,j,k )
will force ei,j,k = 1 if xi,j = xi,k . (Note, this is not an if-and-only-if relationship.)
Those two clauses must be repeated for all Lp values of i satisfying 0 ≤ i < Lp . Next, the clause
(e0,j,k ∨ e1,j,k ∨ e2,j,k ∨ · · · ∨ eLp −1,j,k )
will reject any solution that has e0,j,k , e1,j,k , e2,j,k , . . . , eLp −1,j,k all equal to 1. Therefore, in any satisfying
assignment at least one ei,j,k equals zero. Therefore, one of the following equalities must be false.
x0,j = x0,k , x1,j = x1,k , x2,j = x2,k , . . . , xLp −1,j = xLp −1,k
Finally, that means that p0j and p0k cannot be assigned the same ps. Those 2Lp + 1 clauses must be
repeated for all (2Lp )(2Lp − 1)/2 possible pairs of p0j and p0k . That is all j and k such that 0 ≤ j < k < 2Lp .
This is not as bad as it sounds, as even for the AES where Lp = 7, there would be 8128 pairs, each of 15
clauses, for a total of 121,920 additional clauses. Yet, the author would like to emphasize that this would not
be required in a realistic cryptographic problem.

3.9

Application to Compression Functions inside Hash Functions

Cryptographic hash functions are also valuable elements of cryptosystems, and their design is not at all
simple. It is possible that someone might attempt to pirate a hash function. For example, the now obsolete
MD5 has a compression function with 512 bits of input and 128 bits of output. The methods here would
work fine to detect permutations by a software pirate. However, it should be noted that these functions are
not themselves permutations. For example, MD5 has 2512 possible inputs, and 2128 possible outputs. That
will not adversely affect the methods of this paper. Instead, a 512 × 512 permutation matrix applied to the
inputs, and a 128 × 128 permutation matrix applied to the outputs, would be searched for.

4

Connections to a Related Problem in Coding Theory

Much research has been done on the code-equivalence problem [10] [12] [28] [32]. At first glance, and even at
a second glance, these topics might seem closely related, or perhaps nearly identical. However, an extremely
fundamental distinction must be made. Before defining the code-equivalence problem, it is necessary to define
the concept of an error-correcting linear code (or error-detecting linear code).
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4.1

The Code-Equivalence Problem

Suppose there is an error-correcting linear code (or error-detecting linear code) where any message m
~ is
encoded with codeword ~c = Am.
~ For example, an [a, b, d]Q -linear code has a matrix A over the finite field
b
GF (Q), and the dimensions of A are a × b. That means the messages m
~ are from {0, 1} and the codewords
a
~c are from {0, 1} , with a > b. Since the code must be uniquely decodable to be of any use, it is necessary
that the map be injective, and this means that the rank of A should be equal to b, or more plainly, that A is
a full-rank matrix. We did not mention yet the parameter d, which is the minimum distance of the code.
The hamming distance between any two distinct codewords ~c1 and ~c2 is guaranteed to be at least d.
Given two distinct codes that are both [a, b, d]Q -linear codes, with matrices A1 and A2 , there might exist
some permutation matrix P1 that is an a × a matrix, and some permutation matrix P2 that is a b × b matrix,
such that P1 A1 P2 = A2 . If such matrices P1 and P2 exist, then we say that the codes are equivalent. The
code-equivalence problem is the problem of determining if two distinct codes are actually equivalent, or not.
In summary, we wish to detect when one code can be thought of as applying a permutation to the
input message, encoding with another code, and then applying another permutation to the output codeword.
Clearly, this question is highly related to the problem of this paper, and the author thanks the anonymous
referee who pointed out this connection.

4.2

The Code-Equivalence Problem and the Support Splitting Algorithm

The Support Splitting Algorithm by Sendrier [31] [33], can efficiently detect if one error-correcting (or
error-detecting) linear code is a permutation of another. Moreover, it also produces the exact permutations
involved. For each coordinate, it computes a set of invariant properties that Sendrier calls “a signature.” If
the signature is different for all coordinates, then the permutations can be recovered. For random problem
instances, the algorithm runs in polynomial time. However, that research does not attempt to address
non-linear codes at all, only linear codes. See [31] for details.

4.3

The Fundamental Difference with the Code-Equivalence Problem

The most fundamental difference between the two problems is that block ciphers are non-linear. There is
also the question that block ciphers require three matrices, whereas the code-equivalence problem requires
only two. In practice, it is extremely important that block ciphers are very different from linear functions
because of linear cryptanalysis. Block ciphers that are linear, or nearly linear, would be easily broken via
linear cryptanalysis, which we will now explore.

4.4

The Connection with Linear Cryptanalysis

One can consider equations of the form
ca1 + ca2 + · · · + can + pb1 + pb2 + · · · + pbm + kc1 + kc2 + · · · + kcr = 0
or alternatively = 1. As before, cai refers to the ai th bit of the ciphertext, pbi refers to the bi th bit of the
plaintext, and kci refers to the ci th bit of the key. For a block cipher that indeed performs like a pseudorandom
permutation, any equation of this form should be true with probability very close to 1/2. By probability, we
mean the case when the key and the plaintext are bit strings that uniformly randomly generated, with each
bit being an independent and identically distributed fair coin.
For a particular block cipher, careful analysis might produce some equations that actually hold with
probability significantly above 1/2. This concept is at the core of linear cryptanalysis, as discovered by
Mitsuru Matsui in the 1990s [21] [22] [23], and as generalized by Eli Biham [11], and later Nicolas Courtois
[13]. Similarly, if the probability of some equation holding is far below 1/2, then flipping the constant on the
right-hand-side produces an equation that holds with high probability. The subject of linear cryptanalysis is
very large, with too many papers to cite here.
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Modern block ciphers are expected to show resistance to linear cryptanalysis prior to adoption. That
means that no such equations should be found that hold with probability significantly different from 1/2. (See
also [39].) In fact, the entire subject of bent functions is devoted to making functions that are distant from
all available linear functions of the same domain and range [14]. (Distance here has a formal mathematical
definition, which we omit to save space.) Such bent functions guarantee that any such equations that can be
written will be true with probability optimally close to 1/2.

4.5

Summary of Comparison with the Code-Equivalence Problem

In any case, because modern block ciphers are expected to show resistance to linear cryptanalysis prior
to adoption, such as by using bent functions or by probabilistic analysis of “S-Boxes” and similar nonlinear functions inside the block cipher, it is simply not possible to find a linear function which is a good
approximation of any modern block cipher.
That means the Support Splitting Algorithm and related methods cannot be used to solve this problem
of detecting when one block cipher is a permutation of another block cipher.

5

Conclusions

At times, software pirates might hope to evade patent fees, licensing agreements, or cipher-export restrictions
by taking an existing block cipher but permuting its plaintext, ciphertext, or keys. At first glance, it seems
as though this would preserve all security properties while being hard to detect.
The problem considered here is somewhat related to the rather difficult “isomorphism of polynomials”
problem, but it is only slightly harder than the task of determining if two (non-permuted) circuits are identical.
That is because a proper digital description of the two ciphers, along with a moderate number of additional
equations/clauses is all that is needed to solve the problem. This paper describes all that is needed whether
working with CNF clauses and a SAT-solver, or solving a system of polynomial equations mod 2. Furthermore,
one obtains the actual permutations used with no additional effort.
Therefore, the criminal activity can be easily detected.
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